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ABSTRACT 

 
The COVID-19 pandemic has changed the educational scenario. To counter this disaster, many countries, 

including Malaysia, have enforced a series of cordon sanitaire since 2020. Consequently, universities have 

temporarily closed, and a majority of universities' staff had to work from home, including researchers. Further, 

due to cordon sanitaire, conventional face-to-face interviews were prohibited. Nevertheless, online interviews 

with web conferencing as a tool for interviews is a promising solution for the pandemic situation. Therefore, this 

article intends to review web conferencing platforms as a tool of online data collection for qualitative research. 

Researchers need to understand the potentials and the threats of web conferencing before choosing and switching 

to conduct interviews virtually. The inclusion criteria are (1) researchers worldwide have used it as an online 
interview platform, (2) Malaysians have used it widely in their daily lives. The results, Cisco Webex, Skype, and 

Zoom, were selected, and reviewed. The review comprised audio-video services, audio-video recordings, number 

of participants in one session, real-time transcription, and translation services of the selected platforms. In 

addition, this article also discusses the security, privacy, and ethical issues arising from web conferencing usage. 

In conclusion, web conferencing platforms have provided an opportunity for researchers to continue collecting 

data while maintaining social distancing to prevent the spread of the disease. 
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INTRODUCTION  
Novel Coronavirus (COVID-19) pandemic outbreak hit the world at the end of 2019, including Malaysia (Ain 

Umaira et al., 2020; DG of Health, 2020; World Health Organization, 2020). This disease is not just a common 
medical problem; it has affected the social order of the world (Teti, Schatz, & Liebenberg, 2020). The COVID-

19 pandemic has indeed changed the world and has introduced a new-norm to the education sector (Fogarty et al., 

2020; World Health Organization, 2020). Meanwhile, to counter the pandemic, the Malaysian government has 

enforced a series of cordon sanitaire since 2020 (Zeti Azreen & Kamaruzzaman, 2020; Chan & Teh Athira Yusof, 

2021). Consequently, educational institutions like universities are temporarily closed and replaced with online 

teaching and learning (Azlan et al., 2020; Kamal, Shaipullah, Truna, Sabri, & Junaini, 2020; Lim, 2020; Zeti 

Azreen & Kamaruzzaman, 2020). Thereby, universities have used web conferencing platforms like Zoom Cloud 

Meetings (Zoom Video Communications Inc., 2021d) and Google Meet (Google, 2021) to replace conventional 

face-to-face communication and teaching in universities (Azlan et al., 2020; Kamal et al., 2020; Lim, 2020; Zeti 

Azreen & Kamaruzzaman, 2020).  
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The pandemic has affected the research activities in universities worldwide (Servick, Cho, Guglielmi, Vogel, & 

Couzin-Frankel, 2020) and Malaysia (Choong, 2020). However, since May 2020, the Malaysian government has 

allowed researchers to return to universities for research purposes (Lee, 2020). Nevertheless, this action did not  

help much for social sciences researchers. Most social science research is not directly related to the pandemic nor 

conducted in the laboratories. Thus, researchers are encouraged to change from a conventional data collection 

method to other methods (Lobe, Morgan, & Hoffman, 2020). As a result, social sciences researchers need to 

embrace online virtual methods such as online interviews to collect data during the pandemic (Chong & Ng, 

2021). The solution is to change to web conferencing or online conference technology as an alternative data 
collection tool (Lobe et al., 2020).  

 

This paper aims to provide a conceptual review of the impact of the current COVID-19 pandemic in regard to data 

collection in social science researchers. Moreover, it discusses how using web conferencing platforms can be a 

potential solution to be used as a tool for an online interview. Besides, the article elaborates on the functionality 

of three selected web conferencing platforms: are Skype (Microsoft Corporation, 2021e), Cisco Webex (Cisco 

Webex, 2021b), and Zoom Cloud Meetings (Zoom Video Communications Inc., 2021d) in collecting qualitative 

data. In addition, this paper discusses the security, privacy, and ethical issues arising from web conferencing usage 

and recommends a platform for the usage in Malaysia.  

 

Qualitative research, in philosophy, is interpretivism and subjectivism. Thus, qualitative research focuses on 

understanding how human beings interpret their experiences, construct their worlds, meaning their experiences, 
and generate models or theories (Merriam, 2009; Siti Fatimah, 2010). Therefore, an interview is one of the three 

essential data collection methods in qualitative research, and the other two are analysis of documents and 

observations (Merriam, 2009). Nevertheless, researchers cannot conduct face-to-face interviews with participants 

or observations because of the pandemic, and not all qualitative research data can employ document analysis.  

At the same time, due to the pandemic, numerous problems are emerging for researchers, either in the medical 

sciences or social sciences, to be solved. Researchers must find a way to counter this situation, and web 

conferencing as a tool for online interviews is a viable promising solution.  

 

Web conferencing as a research tool for online interviews in qualitative research is not a new phenomenon. 

Researchers worldwide have used it for online interviews before and even now, during the pandemic (Cater, 2011; 

Hatten & Christensen, 2012; Sullivan, 2012; Deakin & Wakefield, 2014; Tuttas, 2015; Lo Iacono, Symonds, & 
Brown, 2016; Kite & Phongsavan, 2017; Lobe, 2017; Matthews, Baird, & Duchesne, 2018; Archibald, 

Ambagtsheer, Casey, & Lawless, 2019; Daniels, Gillen, Casson, & Wilson, 2019; CohenMiller, Schnackenberg, 

& Demers, 2020; Deitte, Mian, Esfahani, & Hu, 2020; Lobe et al., 2020; Morrison, Lichtenwald, & Tang, 2020; 

Patel et al., 2020; Reñosa et al., 2021; Roberts, Pavlakis, & Richards, 2021).  

 

Yet, this method of research is not common in Malaysia. There is presently literature on web conferencing in 

teaching and learning in the Malaysian context (Azlan et al., 2020; Kamal et al., 2020; Lim, 2020; Zeti Azreen & 

Kamaruzzaman, 2020). Nonetheless, the literature on web conferencing in qualitative research methodology is 

insufficient (Tiong & Sim, 2020). Therefore, this article intends to review web conferencing platforms as a tool 

for online data collection for qualitative research. Researchers need to understand the potentials and the risks of 

web conferencing before choosing and switching to interviews virtually. Thus, this review encompasses the 

functionality of web conferencing platforms and the security, privacy, and ethical issues arising from web 
conferencing usage. 

 

METHODOLOGY 
Nowadays, there are countless web conferencing platforms available in the market. Nevertheless, the authors 

cannot review all the web conferencing platforms. Thus, for the review of web conferencing platforms in this 

article, the inclusion criteria are (1) researchers worldwide have used them as online interview platforms, (2) 
Malaysia citizens have used them for daily communications.  

 

From these inclusion criteria, the authors have selected three platforms, which are Skype (Microsoft Corporation, 

2021e), Cisco Webex (Cisco Webex, 2021b), and Zoom Cloud Meetings (Zoom Video Communications Inc., 

2021d). Table 1 shows the choice of web conferencing platforms by researchers in their research. Meanwhile, 

there is insufficient data on the choice and use of web conferencing platforms in Malaysia. Therefore, the authors 

used Google Trend to track the search term of web conferencing platforms in Malaysia from January 2019 until 

May 2021. Terms like Zoom, Skype, Google Meet, Webex, and Microsoft Team were tracked. Figure 1 shows 

the last three years' trend of web conferencing search in Malaysia. The trend shows that Google Meet is as high  
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as Zoom since 2020. Nevertheless, Google Meet and Microsoft Team are not reviewed in this article due to 

insufficient literature on them as tools for online interviews. 
 

The review methods referred to Lobe et al. (2020), which is only from web conferencing platforms' functionality 

perspective, such as audio-video services, audio-video recordings, and number of participants in one session. 

Moreover, the authors included real-time transcription and translation services in the reviews as well. The last 

part of the discussion is on the security, privacy, and ethical issues arising from web conferencing usage.  

 

                                 Table 1: The choice of web conferencing platforms by researchers 

Authors Year Zoom Skype Webex 

Cater 2011 
 

X 
 

Sullivan 2012 
 

X 
 

Hatten & Christensen 2012 
  

X 

Deakin & Wakefield 2014 
 

X 
 

Tuttas 2015 
  

X 

Lo Iacono et al. 2016 
 

X 
 

Kite & Phongsavan 2017 X 
  

Lobe 2017 X 
  

Matthews et al. 2018 X 
  

Archibald et al. 2019 X 
  

Daniels et al. 2019 X 
  

Morrison et al 2020 
  

X 

Reñosa et al. 2021 X   

 

  

 

 
                     Figure 1: Google Trend of web conferencing search term in Malaysia from January 2019 

                                     to May 2021. Data source: Google Trends (2021) 
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RESULTS and DISCUSSION 
Web conferencing, also known as online conference technology or Voice over Internet Protocol (VoIP)-mediated 

technology (United State Federal Communications Commission, 2019), has been used in qualitative research as 

an online interview tool for some time (Lobe, 2017; Matthews et al., 2018; Archibald et al., 2019; Daniels et al., 
2019; Lobe et al., 2020). It is a communication technology tool that enables the user to have real-time audio and 

full-motion video online communication (Archibald et al., 2019). Many others have named this technology as 

computer-mediated communication (Romiszowski & Mason, 1996; Jankowski & Selm, 2005; Cater, 2011), 

videoconferencing services or platform (Lobe et al., 2020), web-based conferencing (Morrison et al., 2020), and 

web-based seminar (Tiong & Sim, 2020). Currently, there are more than ten web conferencing platforms available 

in the market.  

 

For this review, the authors have only discussed three selected platforms, which have been used extensively by 

researchers in qualitative research as a tool for online interviews (Cater, 2011; Hatten & Christensen, 2012; 

Sullivan, 2012; Deakin & Wakefield, 2014; Tuttas, 2015; Lo Iacono et al., 2016; Kite & Phongsavan, 2017; Lobe, 

2017; Matthews et al., 2018; Archibald et al., 2019; Daniels et al., 2019; Deitte et al., 2020; Lobe et al., 2020; 
Morrison et al., 2020; Patel et al., 2020). These are Skype (Microsoft Corporation, 2021e), Cisco Webex (Cisco 

Webex, 2021b, 2021a), and Zoom Cloud Meetings (Zoom Video Communications Inc., 2021d). Further, these 

three platforms are commonly used in Malaysia, as depicted in the Google Trend results above.  

 

Zoom Cloud Meeting 

Zoom Cloud Meetings (Zoom Video Communications Inc., 2021d) have been used by researchers as a tool for an 

online interview for quite some time (Kite & Phongsavan, 2017; Lobe, 2017; Matthews et al., 2018; Archibald et 

al., 2019; Daniels et al., 2019; Reñosa et al., 2021). Nevertheless, due to the pandemic, Zoom has become a 

popular choice for those who work from home,  as reflected in its company stock in 2020 (Mashayekhi, 2020; 

Reinicke, 2020).  

 

Zoom provides real-time one-to-one and multi-participant online conferencing services as a free plan and a paid 
plan. Additionally, an online conferencing recording service is available in all plans (Zoom Video 

Communications Inc., 2021a). The free plan can support up to 100 participants in an online group meeting for a 

maximum duration of 40 minutes per session and unlimited time for a one-to-one meeting. This plan is suitable 

for most qualitative research interviews for a few reasons. First, it is free, which is suitable in a situation of research 

grant constraints. Second, 40 minutes of an online interview is sufficient for researchers to collect data, and 

participants are less likely to feel fatigued in this duration. Third, after getting online consent and permission to 

record interviews from participants, researchers can record the online interview with just one click on Zoom.  

While, for the paid plan, Zoom provides better facilities. To be specific, Business Plan and United Business Plan 

provide a real-time transcription service during an online meeting session, and hosts who are researchers can 

download the transcript draft at the end of the session (Zoom Video Communications Inc., 2021a). Researchers 

can further improve and refine the transcript draft by double-checking it with the playback of the original interview 
recording. However, this service is not available in the free plan and Pro Plan. 

 

Alternatively, for a Pro Plan, researchers can link Zoom with the Otter.ai programme. The Otter.ai programme is 

an artificial intelligence (AI) speech-to-text website (Otter.ai, 2021c),  commonly known as an auto-transcription 

website. The Otter.ai programme free plan provides a free 600 minutes/month transcription. For more than 600 

minutes of transcription, researchers need to subscribe to the paid plan (Otter.ai, 2021a). Researchers need to 

switch on the streaming of Otter.ai Live Transcription during an interview. After that, a web browser will emerge 

and show the real-time transcripts streaming. The draft will be shown on the Otter.ai website, and it can be further 

refined by researchers by checking it with the playback recording. While for the Zoom free plan, it does provide 

a real-time transcript service as well. Nevertheless, the transcript text will not be auto-saved as a draft at the end 

of a session. However, this can be solved by playing the recording again and copy the transcript manually.  
 

Additionally, the Otter.ai free plan can support other web conferencing platforms, like Skype and Webex. 

Researchers just need to record and upload the interview to the Otter.ai website (Otter.ai, 2021c). The supported 

formats are audio (mp3, aac, wav, m4a, wma) and video (mp4, avi, mov, wmv, mpg). The free plan only limits 

three uploads per account with a maximum of 40 minutes/recording transcription. After that, researchers need to 

subscribe to the paid plan. Auto-transcription website is good for researchers because it takes a long time by a 

conventional human transcription method. The auto-transcription website has shortened the interview 

transcription time.  However, there is a limitation to this auto-transcription website, which is the support language, 

e.g., Zoom Business Plan, United Business Plan, and Otter.ai only supports English (Otter.ai, 2021b; Zoom Video  



99   ISSN no: 1823-8521 
 

Malaysian Journal of Qualitative Research                                                                                                  Vol 7(1), May 2021 

Communications Inc., 2021c). Furthermore, users need to use a standard language pronunciation for accurate 

transcription by the auto-transcription website. 

 

Besides, Zoom can support a real person's language interpretation (Zoom Video Communications Inc., 2021b). It 

works by allowing a person who understands the language of both researcher and participant and provides a real-

time translation, just like in the real world. Researchers can assign a professional translator or a researcher who 

understands the languages of both parties to work as a translator during an online interview. This function is 

beneficial to researchers, and it is possible to help researchers collect data from those who do not speak the 
researchers' language. For example, Malaysia is a multi-racial nation, where Malaysians use different languages 

to communicate daily, according to their ethnicity and choice of language. In some situations, researchers and the 

participants might not share the same language. This function is helpful when non-Chinese/Tamil-speaking 

researchers need to interview a very old participant who only speaks Mandarin or Tamil. 

 

Nevertheless, researchers need to be extra careful of this process. This is because the translator might translate the 

answer from the participant wrongly or inaccurately. In other words, an error might happen during the translation 

process. Language differences can produce a severe data error. Further, this process needs an experienced 

bilingual translator or researcher  (Esposito, 2001; Clark, Birkhead, Fernandez, & Egger, 2017).  

 

In terms of security and privacy, in 2020, the Zoom meeting privacy became an issue (Izwan, 2020; Ling, Balcı, 

Blackburn, & Stringhini, 2020; Lobe et al., 2020; O'Flaherty, 2020; Singh & Awasthi, 2020). To overcome this 
problem, Zoom has issued a security guideline which is, Zoom Security White Paper (Zoom Video 

Communications Inc., 2020). In this guideline, when a user conducts a Zoom meeting, each meeting will have 

unique password protection. Moreover, only those who have the password can access the meeting. The 

participants need to key in the password before entering the online meeting. Those with a link but without a 

password cannot enter the meeting.  

 

Skype 

Skype (Microsoft Corporation, 2021e) is one of the earlier web conferencing platforms that researchers have used 

in qualitative data collection (Cater, 2011; Sullivan, 2012; Deakin & Wakefield, 2014; Lo Iacono et al., 2016). 

Skype provides free internet audio calls, video calls, and instant massager services. Researchers can use it directly 

with a web browser or download the software from https://www.skype.com/en/get-skype/ and install it on their 
computers or smartphones. Skype supports one-to-one and multi-participant video conferencing. Nevertheless, 

the stability of Skype's web depends on the stability of the Internet. Thus, it works best with software rather than 

solely on a web browser (Lobe, 2017). The advantage of Skype is that it has been used worldwide for a long time 

(Cater, 2011; Sullivan, 2012; Deakin & Wakefield, 2014; Lo Iacono et al., 2016). Hence, participants might accept 

this software better compared to others. 

 

Skype also provides audio-video recording as well. Like Zoom, the recording can only be controlled by the host, 

who is the researcher. What makes it different is that when researchers press the recording button, Skype will pop 

up a legal warning to researchers to acquire consent from participants. When an interview ends, the recorded 

footage is upload to the Skype cloud automatically, and researchers can download it for 30 days before the session 

ends. To start the Skype online meeting, researchers and participants need to have a Skype account. The account 

is free of charge for Skype-to-Skype video conferencing.  
 

One unique feature of Skype is it provides live captions and subtitles during video conferencing (Microsoft 

Corporation, 2021b, 2021a), which is also known as real-time transcription. The disadvantage of this service is 

that the transcribed text will not be auto-saved as a draft at the end of a session. Nevertheless, this can be solved 

by playing back the recorded video and copying the transcript text manually. One thing to note here is that this 

feature is still under preview, which means that in the future, it might change when it is released or updated 

(Microsoft Corporation, 2021a). The languages supported by this function are English, Arabic, Chinese, and many 

more (Microsoft Corporation, 2021a). Nonetheless, the accuracy of the transcription depends on the pronunciation 

of users.  

 

Moreover, Skype does provide a real-time translation service. However, it is still under preview, which is the 
same as the real-time transcription function (Microsoft Corporation, 2021a, 2021f). The Skype translation features 

are different from Zoom. Skype translation uses machine learning, or in other words, uses AI to process the 

translation, and it covers speech-to-speech/text and text-to-text translation. For example, when Malay/English-

speaking researchers need to interview a very old participant who only speaks Mandarin or Tamil in Skpye, both  
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parties only need to use their own preferred languages. At the same time, text-to-text translators cover more than 

60 languages for clear, seamless instant messaging. Details of the support languages can be found at Microsoft 

Corporation (2021c) and how it works in Microsoft Research (2016) Youtube Video. 

 

Still, an important aspect to note here is that researchers must be extra careful when using this feature because the 

translation process uses machine learning. The meaning of an interview or the accuracy of a translated interview 

might be lost in the machine translation process, especially when both parties have different backgrounds or 

cultures. In other words, a mistake might happen during the machine translation process. Further, when 
communicating on complex and advanced matters, a machine translates more accurately in languages near to 

English like Spanish, Russian, and French (Shadiev, Wu, Sun, & Huang, 2018). Moreover, Tobin (2015) has 

reminded that machine translations might have ambiguities and errors. Therefore, it is doubtful that the current 

machine translator technology can accurately translate the context of culture and complicated communication 

meaning of human beings. Again, the pronunciation of users affect the accuracy of the transcription and translation 

process.  

 

Finally, Security and Skype for Business Online (Microsoft Corporation, 2021d) have discussed the security and 

privacy of Skype regarding its privacy and security features. To make it simple, Skype Business Online complies 

with the Microsoft Trustworthy Computing Security Development Lifecycle. All data is protected in the network, 

and Skype network communication is encrypted by default. The techniques included Secure Real-Time Transport 

Protocol, Transport Layer Security (TLS), Open Authorization (OAuth), and other industry-standard encryption 
methods, like the 256-bit Advanced Encryption Standard encryption. Nevertheless, like other technologies, only 

participants are added by the host can be connected to the meeting (Lobe et al., 2020).  

 

Cisco Webex 

Cisco Webex (Cisco Webex, 2021b, 2021a) is another choice of web conferencing by researchers (Hatten & 

Christensen, 2012; Tuttas, 2015; Morrison et al., 2020). In a free plan, Cisco Webex supports one-to-one and 

multi-participant video conferencing interviews in one session. However, the free plan did not provide an audio 

and video recording. Therefore, researchers need to subscribe to the paid plan to record the interview. Like others, 

only a host, who is the researcher, can record the video conferencing in the paid plan. In terms of access and usage 

of Cisco Webex, researchers need to have an account and create an online meeting, but participants do not need 

an account to join in. However, all the parties need to install the software on their computer or smartphone.  
 

Cisco Webex provides transcription services as well. However, this service is only available in the paid plan, like 

Starter Plan and above. Again, just like the platforms discussed above, users' language pronunciation affected the 

transcription accuracy. For the free plan, researchers can playback the recorded video for the transcript text at the 

end of the interview session. Besides, Cisco Webex also provides a real-time translation service (Cisco Webex, 

2021c). This feature is expected to be in the market in May 2021. Like Skype, it uses machine learning and can 

translate English into 100 languages, like French and others. The actual situation on how this function works will 

only be known after it has been launched into the market.  

 

Alternatively, for Cisco Webex free plan, researchers can install a screen recording software on their computer 

and record the online interview. Next, the researcher can follow up by uploading the recorded video or audio to a 

reliable AI speech-to-text website, like Otter.ai (Otter.ai, 2021c) and AmberScript (AmberScript, 2021), for a free 
transcription service. Again, the language users' pronunciation affects the accuracy of the transcription. Of course, 

there is always a limited free transcript time because it is a free service. Above that, researchers need to pay for 

its service.  

 

In terms of privacy and security, Cisco Webex has faced similar privacy issues on its software like Zoom in 2020 

(Cisco Systems Inc., 2020a; Lobe et al., 2020; O'Donnell, 2020; Scroxton, 2020; Singh & Awasthi, 2020; Zorz, 

2020). This issue will be discussed below. Nevertheless, to counter this problem, Cisco Webex has suggested that 

a host can prohibit participants from joining before the host begins the conference, locking conferences with a 

password and ensuring participants cannot join before getting authentication from the host (Lobe et al., 2020). 

Cisco Systems, Inc. has published a paper to help users understand better Cisco Webex security features (Cisco 

Systems Inc., 2020b). To make it simple, free plan security features have Health Insurance Portability and 
Accountability Act (HIPAA)/Business Associate Agreements (BAA) compliance, end-to-end encryption, TLS 

v1.2 support, meeting password-protection, and lock the private meeting room. In comparison, the paid plan adds 

on Federal Risk and Authorization Management Program (FedRamp) to authorised and encrypted cloud recording 

(Cisco Webex, 2021a). Table 2 summarises functionalities of the above three platforms. 
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Table 2: Functionalities of three web conferencing platforms (free plan) 

 
Platform Audio-

video 

Audio-

video 

recording 

Instant 

messenger 

Requires 

participants 

install 

software 

Participants 

need to have 

an account to 

attend 

Multiple 

participants 

in one 

session 

Real-time 

transcription 

Real-time 

translation 

Skype / / / / / / / / 

Webex / X / / X / X X 

Zoom / / / / X / X X 

 

Security, Privacy, and Ethical Issues 

'Once online, always online!', security is the primary concern when using web conferencing technology (Lobe, 

2017; Anscombe, 2020; Lobe et al., 2020). Hackers used a bug name as "Prying Eye" to find and join open 

meetings and "bombing" Zoom and Cisco Webex online conferencing in the year 2020 (Cisco Systems Inc., 

2020a; Izwan, 2020; Ling et al., 2020; Lobe et al., 2020; O'Donnell, 2020; O'Flaherty, 2020; Scroxton, 2020; 

Singh & Awasthi, 2020; Zorz, 2020). Out of a sudden, Zoom was banned in Singapore for that period (Farrer, 

2020). To counter this issue, Cisco Webex suggests user prohibiting "joins" before the host starts the conference 

or meeting, locks meeting, and ensures guests cannot join without the verification (Lobe et al., 2020). The same 

goes for Zoom and other platforms.  

 

Of course, it is hard to design software against all unknown security threats. There is no single system in the world 

that can provide 100% guarantee security (Microsoft Corporation, 2021d). Therefore, researchers need to learn 
how to protect themselves in order to minimise the threat. All users are not encouraged to share the password with 

other security items because if the attacker has the password, they can steal the data without the knowledge of the 

user (Microsoft Corporation, 2021d). Further, researchers can utilise the waiting room function to control who 

can enter the conference (Lobe et al., 2020).  

 

Additionally, to ensure the confidentiality of data, there is a need to remove all personal identifiers (Lobe et al., 

2020). HIPAA Privacy Rule has listed 18 personal identifiers that researchers need to consider when keeping the 

data anonymous. HIPAA is a law in the United States designed to protect the medical information of patients   

(Anderson & Corneli, 2017). These 18 personal identifiers are names, fax numbers, phone numbers, and more 

(Information Technology Services, 2020; Office for Protection of Human Subjects, 2021). In practice, researchers 

must prevent the linkage between collected data and the personal information of the participant, like an email 

address or phone number. One more straightforward solution is to print out the emails with an expression of 
consent, archiving them in a hardcopy form, and delete the electronic form (Lobe et al., 2020).  

 

From the legal perspective, according to Lobe et al. (2020), in the United States, if the research involves the 

personal information of the patient or protected health information under HIPPA, then the web conferencing 

software need to have HIPAA compliance and BAA agreement. This is to ensure that the servers do not hold data 

from an interview that comprises of protected health data. Zoom and Cisco Webex have fulfilled this requirement. 

While in Europe, the regulation to comply is the General Data Protection Regulation (Official Journal of the 

European Union, 2016). In this case, online conference platform companies like Google and Zoom all follow this 

act because it only applies to the company, not the software (Lobe et al., 2020). 

 

In terms of data storage, the best recommendation is on local storage, like the computers of researchers, instead 
of cloud storage (Lobe et al., 2020). This is because cloud storage is more accessible for the hacker to steal 

information compared to local storage. Of course, the local storage needs to have a protected password and is 

encrypted. Further, the local storage computer needs to have an anti-virus system.  

 

As for online ethical issues, researchers can replace the paper consent form with an online consent form and email 

it to the participant (Lobe, 2017). All researchers need to file a simple methodology amendment application to the 

ethical board (Lobe et al., 2020). For example, University Malaya Research Ethics Committee has issued a new 

internet survey consent form (Institute of Research Management & Services, 2016) for researchers. The consent 

details are still the same as a conventional paper consent form, like they can withdraw from the study at any time 

they prefer (Merriam, 2009; Lobe et al., 2020). Researchers need to answer inquiries from participants before they 

agree to accept an interview and sign the online consent online via email (Hewson, Vogel, & Laurent, 2016).  
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Regardless of how the qualitative data collection method has changed, researchers should never overlook the 

ethical issues, i.e. anonymity– pseudonym , respect for people, risks/benefits for the common good, risks/benefits  

for participants, subject compensation, cross-cultural matters, special/vulnerable populations, justice, open versus 

interpersonal space, dishonesty, nondisclosure, conflicts of interest, and research misconduct (Ess & af Segerstad, 

2019).  

 

On protecting the identity of the participants as in focus group interviews, Daniels et al. (2019) have suggested 

that researchers need to prepare rules and write informed consent before an interview. In the face-to-face focus 
group interview, researchers can control participants and related people in the interview space. However, in an 

online interview, researchers have no control over the participants' online interview space. For example, a friend 

or family members of the participants might be in the vicinity when the online interview takes place. It is possible 

to expose the identity of the other participants to their friends and family members if they look into the computer 

screen during the interview. This applies to one-to-one interviews as well. Researchers need to make sure that an 

online interview is conducted in a secure space where only related people are allowed into the vicinity of the 

online interview.  

 

CONCLUSION 
In Malaysia, a web conferencing platform as a data collection tool is considered a relatively new method in 

qualitative research. Nevertheless, the COVID-19 pandemic outbreak has accelerated the use of web conferencing 

platforms in the university, either in the collection of qualitative research data or teaching and learning. 

Furthermore, a web conferencing platform has provided an alternative way for researchers to continue collecting 

data during the COVID-19 pandemic. Additionally, the quality of web conferencing platforms recording is better 
than the conventional interview recording quality. Plus, web conferencing platforms can link to the auto-transcript 

web, shorten the research time, and simplify the tedious conventional human transcription process. While in terms 

of the security of the web conferencing platform, users need to update it regularly. As for privacy and ethical 

issues when conducting an online interview with web-conferencing platforms, the protocol is still very similar to 

a conventional face-to-face interview.  

 

From the review of three web conferencing platforms above, the authors consider Zoom suitable for data collection 

in Malaysia for a few reasons. First, Google Trend Malaysia shows it highly searches after March 2020, which 

means it is commonly used in Malaysia. Second, functionality in Zoom free plan is sufficient for qualitative data 

collection. Third, Zoom is easy to operate, either for researchers or interviewees. Further, some Malaysian 

researchers have used Zoom to collect data in their research during cordon sanitaire (Chong & Ng, 2021). 
 

This paper has discussed the functionality of three selected web conferencing platforms' and provides a basic 

understanding to readers on the switch from face-to-face qualitative data collection to an online interview method. 

Researchers need to understand the potentials and risks of each platform before they choose and switch their 

interviews to online. In conclusion, web conferencing platforms have provided an opportunity for researchers to 

continue collecting data while maintaining social distancing to prevent the spread of the disease. 
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